Data Analysis of Network Security is very important in intrusion detection and computer forensics. A lot of data mining methods to research it have been found, such as content-based queries and similarity searches to manage and use such data. Fast and accurate retrievals for content-based queries are crucial for such numerous data streams to be useful. In this paper, we apply wavelet transforms into network security to analyze and mine time-serial data streams for the detection of anomalous network security events. We first proposes a wavelet based data analysis framework for network security traffic, and signalize the data stream of network security (DSNS), then after de-noise of DSNS, we use wavelet based transforms to analyze the DSNS and get anomalous events for intrusion detection in computer network security. Experimental results show that, by using wavelet transform, we can decrease the noise signal and keep the useful signals of network security data streams to retrieve anomalous events effectively.
INTRODUCTION AND RELEATED WORKS
As the rapid development of the network technology, especially the Internet, more and more intrusion events occur. So the data in the network security databases (NSD) get bigger and bigger, as the information granularity getting small, the amounts of NSD will be much more numerous. We must find a effective way to mine what we interested from NSD [1] . The continued growth in data collection of it ensures that the fundamental problem which knowledge discovery in databases addresses, namely how does one understand and uses one's data [19] , will continue to be of critical importance across a large number organizations [20] . Although simple statistical techniques and machine learning for data analysis were developed long ago, advance techniques for intelligent data analysis are not yet mature [21] .
We know that these databases are time-serial, but traditional analyzing and mining methods which are based on statistics take time-serial data as random variables Xi(i = 1, 2, …, n). If we take these data as signal, and take every column as a one-dimension signal f(t) in the time domain, then we can use methods in signal analysis to mine the data we interested in. Ariori algorithm [22] , as the representative of traditional data mining ones, finds useful rules through processing frequent item sets. These methods can't solve the problem of discovering knowledge from time serial data, such as network security one. Berndt and Warping [23] has researched how to get a similar time serial mode to the reference one. They realize this by a dynamic time curve method. Rafiei D. and Mendelzon A. [24] has further developed time series data mining method by Fourier transform. This method can realize data dimensions reduction but it could only analysis the whole frequency characters in time axes, that is to say, it could not offer any local ones.
In the field of signal analysis, the method of wavelet transform have gotten wide applications because of its unique merit [1, 2, 3, 4] . The method of wavelet transform was put forward by a French mathematician Morlet [6] when he was analyzing the earthquake data. The research of wavelet had become upsurge in the world since 1986. Later, S.Mallat [7, 8] put forward the concept of multiresolution analysis(MRA), which unified all the methods constructing various specific wavelet which were put forward by Stromberg [9] , Meyer [10] , Lemarie [11] and Battle [12] etc. he also present the general method that construct orthogonal wavelet bases and the fast algorithms-the Mallat algorithms relative to the FFT algorithms. Wavelet transforms overcome the limitations of Fourier analysis. Under the restriction of Heisenberg's Uncertainty Principle, it has good local character both in time and frequency domains. So it has applied effectively in domains such as signal and noise separating, encoding and decoding, edge detection, data compression, pattern recognition, and non-linear problems etc. So wavelet is called the mathematic microscope. For Gabor [13] transform, if we select the window function, the time-frequency resolution is fixed, it can only translate in the phase space [14] . Although under the restriction of Heisenberg's Uncertainty Principle [15] , the product of time domain and frequency domain of wavelet transform is invariable in the phase space, we still can get more and more exact functions by its multi-resolutions [16] [17] [18] .
This paper is organized as follows. We first introduce the infrastructure of Wavelet based Data Analysis System of Network Security, then present two wavelet-based algorithms INDEX and SEARCH for querying the complex and numerous NSD, finally we use these wavelet based transforms to analyze the NSD and get the periodic law of intrusion event.
THE FRAMEWORK OF WAVELET ANALYSIS FOR NETWORK SECURITY DATA
This paper proposes a wavelet based data analysis framework for network security traffic which is shown in Figure 1 . The basic idea is to capture the original data using network security tools, then find the signatures of the network security events included in the original data by wavelet analysis technology, finally, according to the signatures of different network security events, corresponding security policies are adopted to automatically and intelligently prevent or stop these network security events to enhance the security protection capability of the whole network. Its target is to releases the network security administrators from massive alarm data and arduous tasks of security management with the advantages of data mining for a mass of data.
As shown in Figure 1 NSD (Network Security Database), De-noised NSD, Wavelet Analysis, Character Library, and Network Security Polices.
With the help of network traffic tools (including hardware and software) such Spectroscope, Traffic Data Collection Instrument and tcpdump etc. the Data Collection modular captures all the packets passing through the network and send them to the Network Security Databases (NSD) after simple classification by type of traffic. The NSD is actually a database which is used to store the classified traffic data captured by the Data Collection modular. As we know that, in a busy network, there is so much traffic passing through the network, which will occupy huge storage space of the NSD and will soon damage the NSD. But in fact, most of which are useless for signature analysis of network security event. So, before signature analysis, we must first simplify the NSD to eliminate the useless information in NSD which is the main task of the Dnoised NSD modular (for detailed information, please see the next section). After de-noising, now we will use the Wavelet Analysis modular to analyze and get the signature for different network security events which will soon be described in the next sections. The results of the wavelet analysis is stored in the Character Library, and with the help of the Character Library modular, the Network Security Management modular is used to stop or prevent network security events listed in the Character Library modular with specific network security policies.
In this paper, the following sections will mainly discuss techniques about NSD de-noise and signature analysis based on wavelet.
USING WAVELET THRESHOLD RECONSTRUCTIONS TO DE-NOISE FROM THE DSN
We know that there is always some noise in raw signals, which is called the noise data. To get the correct attacking pattern, the noise data must be eliminated to simplify the analysis, and this process is called signal de-noising. A generic NSD model remains elusive given the variety of nodes randomly joining and leaving in the network. However, assuming finite time windows where the network traffic has stationary characteristics, the traffic data in network can be modeled as a time-varying frequency-selective fading channel with numerous noise sources. Previous research has assessed the background noise characteristics of a typical NSD traffic. Router and other switching devices tend to generate correlated noise with a non-white profile. Exceeding this frequency results in a noise spectral density that tends to follow the more commonly known Gaussian white approximation. The impulse noise has a decaying exponential envelope and can be in single or burst form. Previous research has assessed impulse noise characteristics such as burst width, interarrival times, and amplitude distributions and has presented an impulsive noise model based on Markov statistics. Given this, however, in order to understand the fundamental effects of this type of noise on NSD, the variations on impulse noise are limited to periodic form with identical amplitudes from pulse to pulse. But the detail coefficients of both noises and useful signals are in high frequency domains. The traditional de-noise methods such as the Fourier transform cannot distinguish noises and useful signals. On the other hand, using wavelet transform we can construct a method, which can both decrease the noise signal and keep the useful signals. As the useful signal's wavelet amplitude is big, while the number is little. But it is on the other hand for the noise signals. So we can set a threshold, those great than it will be treated as useful signal coefficients, and those little than it will be treat as noise signals, which can be filtered.
So, basically, if the wavelet functions (A) satisfy the tolerate condition (B)
where Φ (ω) is the Fourier transform of wavelet function. Then, we can reconstruct the original signals from the wavelet-decomposed signals using threshold for further analysis.
The steps of wavelet based de-noise algorithm are shown as follows: 1. Signal Decomposition. First, we choose a wavelet, and choose a level N. Then, we compute the wavelet decomposition of the signal S at level N. 2. Detail coefficients threshold. For each level j from 1 to N, select a threshold T and apply soft thresholding to the detail coefficients. 3. Signal Reconstruction. We compute the wavelet-reconstruction signal based on the original approximation coefficients of level N and the modified detail coefficients of levels from 1 to N. The de-noised reconstructed signal shown in Figure 3 is much more useful than the original signal shown in Figure 2 . Compared to the raw data shown in Figure 2 , we can conclude some useful patterns of attacking number rules.
Additionally, the size of the de-noised signal is much small than that of the original noised signal, so the de-noised NSD data will occupy less space and is more suitable for transmission on the Internet and have many other advantages.
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THE WAVELET TRANSFORM ANALYSIS ALGORITHMS
We use the built-in MATLAB function WAVEDEC to analyze NSD, which performs a multi-level 1-D wavelet analysis of signal x using a specific wavelet given by "wname".
[C, L] = WAVEDEC(X,N,'wname') returns the wavelet decomposition of the signal X at level N, using "wname". The output decomposition structure contains the wavelet decomposition vector C and the bookkeeping vector L. The vector C is the set of DWT coefficients shown at the bottom of Figure 1 , which consists of the approximation and detail coefficients. As NSD is very complex and numerous, to speed up the querying, we firstly indices, and then query by these indices. Note that the first 10˜15% of the DWT coefficients carry relevant information. So we can use approximation coefficients (and a few detail coefficients) as indices. Figure 2 shows the Algorithm for getting indices-INDEX:
The output [Cτ , Lτ ] is the desired indices, now we can get the algorithm for fast querying from NSD. Figure 3 shows the Algorithm for fast querying from NSD -SEARCH:
GETTING THE PERIODIC LAW BY MULTI-RESOLUTION WAVELET ANALYSIS
In this paper, we take the intrusion detection system (IDS) databases in Tsinghua University as our experimental source. Let a i be the attack times detected per hour. t i is the i-th hour, detection time between 2011-10-10 17:00:00 to 2011-11-28 21:00:00, the sample number is 1182. The first graph in Figure 4 is the signalized graph. Where X-axis is time t, Y-axis is the attack numbers detected. First, we decompose the one-dimension signal into three layers using Harr wavelet. Haar wavelet has both symmetric and Asymmetric compact support orthogonal wavelet base, and is defined as follows:
The 2th and 3th graph in Figure 4 are the approximation and detail coefficients vectors of the first layer of the wavelet decomposition of the raw signal, while the 4th and 5th are the second layer approximation and detail coefficients vectors, and the 6th and 7th are the third layer approximation and detail coefficients vectors, where Y-axis is the wavelet coefficients c. From the graphs shown in Figure 4 , we can get that every layer of wavelet decompose the upper layer wavelet into approximation and detail coefficients vectors of the lower layer wavelet, while the samples halved, the reason is that, in wavelet transform, the sub-sample is adjustable for different frequency in the time- domain. The higher frequency is small, while the lower frequency is big. That is to say the time resolution in high frequency is higher than that of low frequency, which materializes the "mathematic microscope" of wavelet. Now in the third layer we can see clearly the periodic law of "day" in the approximation coefficients vector. From the 6th graph in Figure 4 , we can easily get the periodic law in day of the intrusion event: the attack peak occurs at six every day, while the foot at middle day. We can also get the "week", "month" and "year" periodic laws by continuing the decomposition. 
CONCLUSIONS AND FUTURE WORK
In this paper, we proposes a wavelet based data analysis framework for network security traffic to automatically and intelligently prevent or stop network security events to enhance the security protection capability of the whole network and releases the network security administrators from massive alarm data and arduous tasks of security management with the advantages of data mining for a mass of data.
It is very interesting to analyze NSD by wavelet transforms. Next, we will do the following work: (1) Analysis of the complex and large scale NSD using 2dimensional wavelet transforms. (2) Study of different wavelet filters yielding indices providing more accurate retrievals and handling data of widely varying sizes and subsequence matches for short queries.
